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Fig.1 A VPN system structure
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Fig.2 The authentication algorithm flow chart
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Fig.3 The current traffic network
clients: 5 yinbeil&427 2015/07/06--07:51:13--10.8.0.108----DOWN
clients: 6 yinbeil&427 2015/07/06--07:51:13--10.8.0. 103————UP
clients: 7 huenguangl7?30l 2015/07/06--08:07:02--10.8.0.32-——-TP
clients: & jianshangl7_ 327 EDIEIO?JOE——DB.14.53——10.B.O.lDﬁ————UF
client=: 9 yvutiangi=zo3l1213 2015/07/06--08:26:25--10.8.0.107—----UF
clients: 10 wanglifenglé424 2015/07/06--08:29:30--10.8.0.111----TP
clients: 11 yuanxufengl&503 2015/07/06—-08:38:01--10.8.0.110-——-0TP

clients: 12 wangzihaol&424 2915!0";’06——0"—“-&1-02——10 8.0.112----TF
clients: 13 taishwail7307 2015/07/06--08:42:25--10.8.0,.63----TJP
client=s: 12 wangzihaolé424 2015/07/06-—-08:47:43--10. 8 0.112———-DOWN
clients: 13 wangzihaolé424 2015/07/06--08:47:43--10.8.0.112-——-TP
clients: 14 lukuol7302 2015/07/06--09:28:13--10.8.0.18--—--TP
clients: 15 zhaozaihuwalées501 2015/07/06—-09:34:57--10.8.0.113-——-TP

client=: 14 wangzihaolé&424 2015/07/06--09:45:47--10.8.0.112————DOWH
clients: 15 wangzihaolé424 2015/07,/06--09:45:47--10.8.0.112-—--TF
client=: 16 lixiao=anl7308 2015/07,/06--10:01:32--10.8.0.27-—--UF
client=s: 15 lukuol7302 2015/07/06--10:02:47--10.8.0.18-—-—-DOWH
clients: 16 chengleiyu02322 2015/07/06--10:05:06--10.8.0.13-——-TUP
clients: 17 wangjun2l504 2015/07/06--10:28:46--10.8.0.25——-—-TP
client=: 16 wangzihaolg424 2015/07,/06--10:50:50--10.8.0.112————-DOWHN
client=s: 17 wangzihao}ﬁﬂzé 2015/07/06--10:51:01--10.8.0.112———--TF
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Fig.4 The information of line up and down customers

top — 11:11:41 up
Tasks: 132 total, 1 running, 131 sleeping,
Cpu(s): 0.9%us, 0.4%sy, 0.0%ni, 97.2%id,
Mem: 3789328k total, 311708k used,
Ewap: 2096440k total, 0Ok used,

4:26, 2 users, load average: 0.17, 0.17, 0.09

0 stopped, 0 zombie
0.0%wa, 0.4%hi, 1.1%si,
3477820k free, 30148k buffers

2096440k free, 170800k cached

0.0%=t
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Fig.5 The information of system load
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Design scheme of virtual private network based on OpenVPN

YI Yun-yun
School of Computer and Information , Anhui Polytechnic University, Wuhu 241000, China

Abstract; Some teachers and students look up some scientific research data by using campus resources, but
because of the limitation of the IP address, they only use the computers in the campus network to access
these resources, or else they can’t. To solve this problem, a virtual private networks should be set up. A
scheme was proposed by using OpenVPN to establish VPN in campus network environment without changing
the existing network architecture. The scheme checks the real —time state and on-line and off-line time of
users, preventing multiple users landing virtual network at the same time with the same account using the
username and password authentication mode, and it guarantees the safety of campus network by configuring
the Linux built—in firewall. Finally a low cost and high security virtual private network was realized. After
several months of running, it demonstrates that the virtual private network has advantages of good load capac-
ity, fast speed and good stability.

Keywords: Openvpn; VPN; virtual private line; campus network
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