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Fig.2 System framework model of colleges based on PKI
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Research of security university E-government
based on public key infrastructure

HUANG Lan-ying', YE Cong-huan®

(1. School of Computer and Information Science, Hubei Engineering University, Xiaogan 432000, China;
2. Department of Computer Science, Huazhong University of Science and Technology, Wuhan 430077, China)

Abstract: A model based on the core technology in the public key infrastructure (PKI) was introduced
to resolve the safety problems in the E-government affairs of colleges and universities, such as identity
authentication, access control and information safety. A PKI trust mechanism was established by using
the bridge certificate authentication (CA), a hierarchical CA in every internal department and the
bridge CA to cross authentication between various departments through a center CA were used. A PKI
certificate base was established by using the lightweight directory access protocol (LDAP), which used
directory replication to realize master-slave LDAP data consistency, so the availability of identity
authentication of users was enhanced. The legal safety access of users was controlled by using role
based access control (RBAC), the role between the user and the access was introduced , then the user
accessed system resources through the permissions granted to the roles. The model is proved in practice
according to the safety requests and is useful for the development of the E-government affairs of colleges
and universities,
Key words: authentication center; university E-government; information security; public key infrastructure
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